SOPHOS

SOPHOS ANTI-VIRUS

=) sophos anti-virus

Sophos Anti-Virus ceBMecTsiBa B ceOe ci BCHUKH (YHKI[MH 110 OTKPUBAHETO U OTCTPAHIBAHETO HA KOMITIOTBPHHU BUPYCH OT ChPBBPH,
PpabOTHH CTAHIMH U IPEHOCUMHU KOMITIOTpH. MOOWIHUTE yCTPOICTBA ce Mpea3eHu OT 3apa3siBaHe 110 BPEeME Ha CHHXPOHH3ALHS.
Sophos mpenocTaBs Tpy BUJIa CKAHUPAHE 32 BUPYCH - IIPH JOCTBII, IPH TIOUCKBAHE U C Pa3CPOUCHO U3IbIHEHHE. Upe3 BrpaneHara
YHHKaJIHa TEXHOJIOT U 32 MHTEJIMTeHTEH T0100p, cCHcTeMaTa N30MpaTeiHO CKAHMPa CaMo OIIpe/ieNieHH (aiiiioBe B KOMTO Ce IpeJironara
HaJIMYHMETO HA BUPYCH, KaTo 110 TO3M HAUHH 3HMUTEIHO CE HaMaJIsiBa IIPOLIECOPHOTO BPEME M3Pa3X0/IeHO 3a CKAaHUPAaHE 3a BUPYCH H Ce
0cBOOOJK/1aBAT PECYPCH 3a PYTH NpHiIoxkeHus. Sophos Anti-Virus npurekapa MOIIHM HHCTPYMEHTH 3a IIEHTPaJIM3HpaHa HHCTaIALNs,
KOH(UryprpaHe, 0OHOBSIBAHE U CIIPABKH.

Hauun Ha pagora
3a ckanupane 3a Bupycu Sophos Anti-Virus u3nonssa srpagenus Sophos Virus Detection Engine.

IMarenroBanara ot Sophos texnosnorus InterCheck 4yBCTBUTEIHO ONTHMH3HPA CKAHUPAHETO TIPY JOCTHII. V3momn3Bsar ce koMOHHALNH
OT CKaHHUpaHe U KOHTPOJIHH CYyMH C 11eJ] HaMaJIsiBaHe Ha Opoi Ha IPOBEPKHTE 3a BCEKH OT/eleH (aiil, KaTo B CHIIOTO BpEME HUBOTO Ha
CHI'YPHOCT HE HaMaJIsiBa.

WHcranaumsara, KoHQUrypanusTa 1 oOHOBSIBAHETO C€ KOHTPOJIUPAT ILieHTpaiusupaHo. Habop OT MHCTpyMEHTH 3a yIpaBlicHHE
M03BOJIABA HA aIMIHUCTPATOPUTE J1a HAOJIFYIaBaT M KOHTPOJIMPAT MPEXKara, KaTo 110 TO31 HaYMH 0TIIala HEOO0XOAMMOCTTa OT KaKBaTo 1
na 6rila HaMeca Ha KpaitHH| IIOTpeOUTeNH.

Sophos Anti-Virus ce nHCTanmpa B IEHTPAIHA HHCTANAIMOHHA JUPEKTOPHSA OT KOSTO ChPBBPHTE U PAOOTHHTE CTAHIIUN
AQBTOMATHYHO U3TEDIAT MOCIICAHUTE BEPCUH M OOHOBSIBAT CBOSI cOTyep.

Enterprise Manager ce rpwxu 3a HOAIPBKKATa Ha
LEeHTpajJHaTa HMHCTAJallHOHHA JHPEKTOPHSI, KaTo
ABTOMAaTUYHO Ha MPEIBAPUTEIHO 3aJaJCHH HHTEPBAIH
M3TErIs Ipe3 MIHTepHeT mocie THUTE BEPCHY OT 6a3aTa JTaHHU
Ha Sophos. Crnen Hero miasar Hapen SAVAdmin, kolTo
ympaBisiBa OOHOBSBAaHETO MO IlIaTa Mpexka M Ha Remote
Update ocwhliecTBsiBan] OOHOBSBAHETO HAa OTJAJICYCHUTE
KOMITIOTPH.
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< mailmonitor

MailMonitor cienu nenust tpadux npes SMTP, NOTES u Exchange 2000, BKITIMHTENHO IpUKadeHUTE (QaiiioBe apXuBUpanu cbe ZIP
WM IPYTH ToJ00HK nporpamu. HamupaHeTo M OTCTpaHsABaHETO Ha BHPYCH CE€ OCBIIECTBSBA OT BUCOKOCKOpOCTHHUs Sophos virus
engine, KOMTO ce TPIKH 32 He3a0eNeKNMOTO 3a ITIOTpeOUTEINTE OOHOBSIBAHE C TTOCICAHNTE BUPYCHH AeduHuImy. Pa3Bura ciucrema 3a
M3BECTSBAHE YBEIOMABA aIMIHICTPATOPA, TTOJTydaresis M M31paliada Ha JaleHO ChOOIIEHNE B CITydail Ha OTKpUBaHE Ha BUPYC B HETO.

Hauun Ha paGota

Sophos virus engine ce HHCTaNNpa eTHOBPEMEHHO ¢ HHCTaanusTa Ha MailMonitor.

Benubx uncranupan MailMonitor npuxBaiia 1 CKaHHPa HEIHs BXOIAI] M H3X0/I TpauK Ha eJIeKTpOHHATa momia. Pabotu B Tpu
pexuma:

JIMpeKTeH: CKaHUPAHETO Ha ITOIICHCKUTE KyTHU 1 0a31 JaHHHU ca CTapTHPa ITPH IIOUCKBAHE.
ITo mporpama: ckaHMPaHETO CE OCHILECTBSBA B IPEABAPUTEITHO 3a/1aICHHU IHU U BPEME.
B peasiHo Bpeme: IpuxBallia 1 CKaHUPa BCEKH e-mail 1 ipukayeH (aiii 1o Bpeme Ha M3NpalliaHe Wik HOJTyYaBaHe.

YucTrTe OT BUPYCH [THCMA Ce HACOYBAT KbM HOLICHCKHUSI ChPBBD, @ HHPEKTHPAHHUTE IPUKaYCHH (aiiIoBe Ce MOYNCTBAT, H3TPHBAT HIIN
TIOCTaBAT IO KapaHTPIHa.
CrienmaineH MOJTyJI 3a HaMaJIsIBaHe Ha OITaCHOCTTa OT 3apa3siBaHe (camo 3a SMTP) no3BoJisiBa Ha a IMUHUCTPATOPUTE 13 GIOKUPAT:

®daiinose criope]] TAXHOTO Pa3LIMPEHHUE LI UIME;

Windows ni DOS m3neitaimMu daiinose, 10pH U TAXHOTO pa3LIMPEHNUE JIa € CMEHEHO C JIPYTO C 1l 1a He Ob/JIaT Pa3Mo3HaTH;
Bceunukn cho0IIeHHS ChC CHICLU(UUYCH TEKCT B TEMATa;

Bcuuku MacoBH ECMa € OBEYE OT SIMH IOIydaTen.



SAVAdmin

SAVAdmin e Bu3yajeH HHCTPYMEHT 3a yIpaBJieHHe, KOWTO [IpaBU MHCTANANUATA, ITOJUIpBKKara U padorara Ha Sophos Anti-Virus ¢
MHOKECTBO CBBP3aHHU MYJITH-ChPBBPHU MPEXH JI€CHa, Obp3a 1 ynobHa. Upes Hero Sophos Anti-Virus Moxxe 1a 6b1€ pa3npocTpaHeH u3
OrpOMHA CHCTEMa CaMO OT eJ[Ha LIEHTPaJHa MAlIMHA M CaMO C ¢[Ha CJMHCTBEHA OIEpAaLHs, M3KII0YBAIla KAKBATO U Ja OWia 1o
HATaThIIHA HAMECA Ha OIIepaTop.

SAVAdmin HamansiBa OIIaCHOCTTA OT BUPYCHHM aTaky cpeity hupMeHaTa KOMIIOTbPHA MPEXkKa, KaTO 1aBa CIIPABKH 32 BCHYKH MAIIMHHU,
KOUTO HE Ca 3alUTCHH HJIX T10J13BaT OCTapesn BUPYCHH AeduHuImY. Beska eqHa MalnHa naeHTHGUINpaHa Karo HexoOpe 3aluTeHa,
MO’Ke He3a0aBHO 1 aBTOMAaTHYHO J1a ObJic 00HOBEHA C ITOCIIe{HATa BEPCUsI HA aHTUBUPYCHHUS codTyep.

Hayun Ha padora
SAVAdmin gaBa Bb3MOXKHOCT 32 TpadiyHO M30MpaHe HA OTAAJICUCHH ChPBBPH, PAOOTHH CTAHLMU M NPEHOCHMHU KOMITIOTPH, KOUTO
pasnoarar ¢ ”HCTanupaH codpryep Ha Sophos.

LeHTpanHuTe HHCTANALMOHHYN JUPEKTOPHE HAa MPEKOBHTE MAIUMHH ChAbpXKAaT AUCTPUOYTHBHH Komwmsi Ha Sophos Anti-Virus 3a
Windows. Bexuwxk ch3ganeHa, LEHTpajlHAaTa WHCTAJIAUMOHHA AUPEKTOPHUs 3al0YBA Ja CIYXKH KaTO W3TOYHHK OT KOWTO BCHYKH
OCTaHAJIM KOMITIOTPH 3aIl04YBaT Jia U3BJIHMYAr ITOCICAHUTE BepCHH Ha copryepa. Pasnonaraiiku cbe SAVAdmin aaMHHUCTpaTOpa Ha
CHCTEMaTa MOXe 1a 06HOB51Ba Ta3u TUPECKTOPHUA JUCTAHIIUOHHO.

Ciiet KaTo € Ch3/1a/ICHa U B [OC/ICACTBIE OOHOBEHA, [IEHTPaIHATa HHCTAIAIHOHHA JUPEKTOPHS MOJKE Ja Ob/Ie H3II0/I3BaHa OT BCHYKH
KOMITIOTPH 32 aBTOMaTHYHO OOHOBsIBaHE O3 /la ¢ HeoOXoauMa HaMeca Ha MOTPeOHUTeN MM Ha aAMUHHUCTpaTop, Ype3 SAVAdmin. B
cbu10To Bpeme SAVAdmin Moke fa “Haazupasa’ mpoiieca mo 00HOBSBAHETO B PEATHO BpEMe.

Ha npakTunka, Mmpexa ot Hag 1000 Mammuan Moxxe 1a ObJ1¢ 0OHOBEHA CaMO OT GIMH aJMHHHUCTPATOPCKH KOMITIOTB] 3a 110 MAJIKO OT IeT
MHHYTH.

SAVAdmin mosxe 1a Ob/ie U3II0I3BaH CaMOCTOSITEITHO MM B KOMIUIEKT ¢ Enterprise Manager, x0#To aBTOMaTHYHO H3TeDIs Hali-
HOBHTE BUPYCHH JIeQMHNIINY OT LEHTpajIHaTa 6a3a JaHHU Ha Sophos.

Bl sav interface

SAV interface no3BoisiBa Ha coTyepHHTE JOCTABYMIN Jla HHTETPHPAT BUPYCHAra 3aIurTa Ha Sophos B TAXHOTO 000pyIBaHe, Karo
firewalls, gateways n npyrn 3amuTHE pemenus. Bucoko ckopoctauTe KaHamu B codryepa Ha Sophos 1M03BOIABAT BCHYKH BHIOBE
BUPYCH Jia ObJIaT OTKPUBAHH C MUHUMAJICH Pa3Xo]] Ha CHCTEMHH PECYPCH H BHCOKa CKOPOCT Ha aeiictBue. [Ipu oTkpuBaHe Ha BHpYC,
SAV interface npenocTast BB3MOXKHOCT 3a Ie3MH(GEKLIUS U ToApoOHA MH(POpMALIUS 32 OTKPUTHUS BUPYC.

Hayun Ha padora
SAV interface ce uncranupa kato 4act ot Sophos Anti-Virus.

Bwe Windows NT ce unterpupa karo COM-cbevectim DLL, a B ocrananute mwiatdopMu kato crioaenenu oubnunorexu. Hyxnae
ce OT €IHO eJMHCTBEHO KOINME Ha BUPYCHaTa 6a3a JIaHHU 3a J1a OTIOBOPH Ha BCHYKUTE CTAHIAPTHY M3MCKBAHHS U yCIIOBHUS 32
nooben command line Bupyc ckenep. ToBa Boau 10 4yBCTBHTEIHO IIOBHIIABAHE HA IPOU3BOIUTEIHOCTTA.

& enterprise manager

Sophos Enterprise Manager 0600111aBa 1akeT OT MOIIHH HHCTPYMEHTH JIaBalli Bb3MGKHOCT Ha BCEKH aIMUHHCTPATOP JIa YIIpaBisiBa
n koHdurypnpa Sophos Anti- Virus 3a kpaTko Bpeme 1 ¢ MUHIMAJTHN yCHITHS.

Enterprise Manager ce rpmku 3a aBTOMAaTH3HPaHOTO W3TENIAHE HA MOCTIEIHNTE BUPYCHN JeQHHHUIINK OT IEHTPAIHUTE ChPBBPH Ha
Sophos. Ciies ToBa moema TSAXHOTO Pa3IpOCTPaHEHHUE 110 paOOTHUTE CTAHIIMU U ChPBBPUTE B JIOKATHATA MPEXKa, a ChLIO TaKa TeHepupa
CIIPABKH 32 OTKPUTUTE BUPYCH.

Hayun Ha paéora
Enterprise Manager o6e/i1HsBa I1€T KOMITOHEHTA!

@ Sophos Databank: MuTepHeT caliT cbabpiKalll HOCICAHUTE BUPYCHH Ae(UHUINY U BepcHd Ha Sophos Anti-Virus. Ocurypssa
HABPEMEHHOTO U HaJIe)KTHO OOHOBSIBAHE.

® EM Library: usrerns HoBu Bepcuu oT 0a3aTa JaHHM NPH MOMCKBAHE WIIM IIPE3 OKA3aHM MHTEPBAIIM OT BpeMe. 3amlncBa TH B
LEHTpaJHaTa MHCTAIALMOHHA JUPEKTOPHUs OT KBIAETO PAabOTHHUTE CTAHIMH M CHPBBPHTE CE OOHOBSABAT CAMOCTOSITEIHO H
AQBTOMAaTHYHO .

® EM Reporter: 1no3posiBa JecHO 1 ObP30 W3BJIMYAHE HA CIIPABKM 33 ChCTOSHUETO HA aHTHBHPYCHATa 3allMTa HA Mpexara
OnaroapeHne Ha aBTOMaTHYHOTO 00paboTBaHe M 3aIIMCBaHE Ha BCUUKH CHIHAJIH 32 BUPYCH IeHeprpaHu oT Sophos Anti-Virus 1o
PaGOTHHUTE CTAHLHH.

® EM Console: ciryxu 3a kondurypupanero Ha Enterprise Manager Library u EM Reporter.

® SAVAdmin: m3nom3Ba ce 3a HHCTAIpaHe Ha aHTHBHPYCHHS cO(Tyep 10 BCHYKH ManiuHU. [laBa BB3MOXHOCT 3a yIpaBIeHHE,
KOHTPOJI U 3BJIMYaHE HA CIIPaBKH OT CUCTEMATa B PeaslHO BpeMe.
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